
If “No”, Host may 
sign and submit form 
with nothing further.  

 
 

F O R E I G N  N A T I O N A L  A C C E S S  T O  C Y B E R  S Y S T E M S  
 

Date of Request: COUNTRY:  
COUNTRY CLASSIFICATION 

Visitor/Assignee Identification & Information [     ]  NON-SENSITIVE 
Name:  
 [     ]  SENSITIVE 

Time Period of Appointment (should match dates on 473):  
Start Date                                         End Date [     ]  STATE SPONSOR  

OF TERRORISM 
Employment Status on Start Date:  [ x ] Employee #   
                                                         [   ] FACTS #______________  Foreign Access Central Tracking System 

                                                         [   ] Other (remote, temporary)___________________ 
Ames Laboratory Host Program/Dept:                                      Primary Work Location(s): 
 

Ames Laboratory Host Identification 
 

Name of Host:                                                                  Phone:                         Program: 
 

Will the Visitor/Assignee be using computer resources?    [    ]  Yes    [   ]  No 
Time period of Computer Use:  Start Date                                   End Date 
 

Network Identification 
If any computer system to be accessed by the Visitor/Assignee is connected to a network, identify all 
network(s):  [  ] ameslab.gov    [  ] scl    [  ] ssp    [  ] _______    [  ] _______ 
 

Information Access      See Computer System(s) Identification for details. (next page) 

During the visit/assignment, will any system accessed by this Visitor/Assignee contain sensitive unclassified 
information?     [   ]  Yes     [   ]  No 

Will the Visitor/Assignee have access to impact the security features of any system?      [   ]  Yes     [   ]  No      
 

Signatures 
AMES LABORATORY HOST 

 
DATE 

PROGRAM DIRECTOR/DEPARTMENT MANAGER 

 
DATE 

 

NOW SUBMIT FORM TO INFORMATION SYSTEMS, 334 TASF.          FURTHER SIGNATURES FOLLOW. 
 

CYBER SECURITY MANAGER (CSM) 
 

DATE 

CHIEF OPERATIONS OFFICER (COO) 
 

DATE 

Form 48400.002 
Revision 4.0, Effective 04/2015 
IS, 294-8348    



 
FOREIGN NATIONAL ACCESS TO CYBER SYSTEMS 

 
Computer System(s) Identification 
Sensitive information (sensitive unclassified information) is information for which disclosure, loss, misuse, alteration, or destruction could 
adversely affect national security or governmental interests.  National security interests are those unclassified matters that relate to the 
national defense or foreign relations of the U.S. Government.  Governmental interest are those related, but not limited to the wide range of 
government or government-derived economic, human, financial, industrial, agriculture, technological, and law-enforcement information, as 
well as the privacy or confidentiality of personal or commercial proprietary information provided to the U.S. Government by its citizens. 
Examples of sensitive information includes but is not necessarily limited to: 
     CRADA and patent information. 
     Medical records and personnel information such as social security numbers. 
     Proprietary research information; business sensitive information. 
Name of Visitor/Assignee  
 

Employee #  Date  

Primary Computer System to be accessed: 
DNS (Internet) Hostname:  Sensitive information accessed: 
IP Address: [  ] CRADA [  ] Medical/Personnel [  ] Proprietary 
Computer Location: [  ] Other: [  ] None 
Property Number: Privileged access: 
System Administrator: [  ] Root accounts [  ] Admin. privileges   [  ] None 
Designate System:  Desktop [  ]     Cluster [  ]     Multi-User Access (Server) [  ]     Grid [  ]  
Will the visitor/assignee access this system from off-site (remote access)?  [   ]  Yes  [   ]  No 
 

Additional Computer System(s) accessed: 
DNS (Internet) Hostname:  Sensitive information accessed: 
IP Address: [  ] CRADA [  ] Medical/Personnel [  ] Proprietary 
Computer Location: [  ] Other: [  ] None 
Property Number: Privileged access: 
System Administrator: [  ] Root accounts [  ] Admin. privileges   [  ] None 
Designate System:  Desktop [  ]     Cluster [  ]     Multi-User Access (Server) [  ]     Grid [  ]  
Will the visitor/assignee access this system from off-site (remote access)?  [   ]  Yes  [   ]  No 
 

DNS (Internet) Hostname:  Sensitive information accessed: 
IP Address:   [  ] CRADA [  ] Medical/Personnel [  ] Proprietary 
Computer Location: [  ] Other: [  ] None 
Property Number: Privileged access: 
System Administrator: [  ] Root accounts [  ] Admin. privileges   [  ] None 
Designate System:  Desktop [  ]     Cluster [  ]     Multi-User Access (Server) [  ]     Grid [  ]  
Will the visitor/assignee access this system from off-site (remote access)?  [   ]  Yes  [   ]  No 
 

DNS (Internet) Hostname:  Sensitive information accessed: 
IP Address: [  ] CRADA [  ] Medical/Personnel [  ] Proprietary 
Computer Location: [  ] Other: [  ] None 
Property Number: Privileged access: 
System Administrator: [  ] Root accounts [  ] Admin. privileges   [  ] None 
Designate System:  Desktop [  ]     Cluster [  ]     Multi-User Access (Server) [  ]     Grid [  ]  
Will the visitor/assignee access this system from off-site (remote access)?  [   ]  Yes  [   ]  No 
 

 

 
ATTACH ADDITIONAL SHEETS AS NECESSARY. 
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