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Cyber Security Plan and Risk Assessment
For Foreign Nationals Accessing Moderate Information
for Critical Materials Institute 
Research Project

This is a standard security plan and risk assessment for Foreign Nationals (either on-site or off-site) participating in the Critical Materials Institute research project.  These individuals are accessing Moderate Data at the Ames Laboratory.  A list of users will be maintained by Information Systems.

These measures meet the minimum requirements for monitoring the activities of the foreign national.  These measures provide a limited ability to detect and prevent security incidents, as opposed to reacting to incidents after the fact.

1. The foreign national will comply with the requirements presented in the Ames Laboratory Cyber Security Program Plan (CSPP) that resulted from DOE Order 205.1B, Department of Energy Cyber Security Management Program.

2. The foreign national is required to complete the annual Cyber Security Requirements Training and Form No. 48400.019 Rules of Behavior at the time of the appointment or when an update is made to the form.
3. The foreign nationals are permitted access to the Ames Laboratory computing services associated with the Critical Materials Institute.  The foreign national will not perform the function of Network or System Administrator.  The Confidentiality, Integrity, and Availability (CIA) analysis of the data, indicates an overall risk rating of “low” for this access.
4. If the cyber system access for this research project is changed or updated, another risk assessment will be performed prior to obtaining the changed/updated access.

5. Ames Laboratory internal traffic is monitored and logged for connection identification and is analyzed for suspicious activity.  These services are an integral part of the overall security architecture.
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