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INTERNAL AUDIT POLICY
AMES LABORATORY

This policy statement articulates the responsibilities of Internal Audit, the scope of work of
Internal Audit and the responsibilities of Laboratory employees in realizing an effective Internal
Audit function.

Comments and questions regarding this policy should be directed to the contact person listed
below:

Name:  Fran Dunshee
Internal Audit Manager

Address: 254 TASF

Phone: 294 8098

Sign-off Record:

Approved by: Date:
Fran M. Dunshee, Internal Audit Manager

Reviewed by: Date:
Mark L. Murphy, Chief Operations Officer

Approved by: Date:
Dr. Alexander H. King, Laboratory Director

Approved by: Date:
Mr. Warren R. Madden, Vice President for Business and Finance, ISU
Member of Oversight Board

Note: Original Sign-off Record with signatures is on file with ESH&A.
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1.0 Revision/Review Log

This document will be reviewed no less than every two years.

Revision Effective Contact Pages

Number Date Person Affected Description of Revision
0 04/01/08 F. Dunshee  All Initial
1 01/01/10 F. Dunshee 4,5 Update

2.0 Purpose and Scope

The purpose of this policy statement is to indicate the responsibilities and scope of work of
Internal Audit at Ames Laboratory. Also, the responsibilities of other employees and
management at Ames Laboratory, as related to facilitating the Internal Audit function are
indicated. Internal Audit work, in cooperation with the Office of Inspector General, is required
under contract. Relevant references and directives include:

1. Contract Clauses with the Department of Energy:

e [.90 DEAR 970.5203-1 Management Controls

e [.121 DEAR 970.5232-3 Accounts, Records and Inspections

The Cooperative Audit Strategy promulgated by the DOE

Government Audit Standards as promulgated by the Comptroller of the United States and
the GAO

INTERNAL AUDIT CHARTER (Ames Laboratory)

DOE Order 221.1, Reporting Fraud, Waste, and Abuse to the Office of Inspector General
DOE Order 221.2, Cooperation with the Office of Inspector General

DOE Order 226.1A Implementation of DOE Oversight Policy

Federal Acquisition Regulations (FAR) and Department of Energy Acquisition
Regulations (DEAR), as invoked in the prime contract with DOE; the most notable of
which is FAR 31.205: Contract Cost Principles and Procedures, Selected Costs
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Internal Audit, as servicing Ames Laboratory, shall operate in accordance with the purpose,
authority and responsibility indicated in the approved Charter, which is appended to this
document. The Charter is approved by the Laboratory Director, as well as the Vice President for
Business and Finance of ISU, a member of the Oversight Board.

3.0 Introduction Statement

Ames Laboratory shall support and maintain an audit function that conforms to the Standards for
the Professional Practice of Internal Auditing, assisting management in their governance of risk
and achieving optimization of resources provided by the government. All levels of management
are provided an independent appraisal of their operations, including but not limited to:

e The appropriate safeguarding of resources

e Compliance with regulations, laws and requirements under contract
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e Assessment of economy and efficiency of resource usage and
e Reliable and accurate financial and managerial information.
The Manager, Internal Audit, is responsible for controls and direction of the audit function.

4.0 Internal Audit, Ames Laboratory

Internal Audit serves the Laboratory by providing a systematic, disciplined approach to
analyzing risks and reviewing systems to ascertain if systems and processes are adequate and
working as intended by management.

In order to fulfill the responsibilities of Audit under the Contract, the following responsibilities,
as pertaining to the audit function, are being noted:

I. Ames Laboratory Employees and Associates
e Reads, familiarizes self with, and adheres to this Policy.

e Provides full access of information and records to the Audit function as requested by
Audit and as relevant to the approved Audit Plan.

e Cooperates timely in the performance of work so that full and complete audits may be
provided on a fair and timely basis and resolutions from audit findings and
recommendations may be timely determined.

¢ Notifies management and Internal Audit immediately upon being contacted by an
external audit entity, including appraisals by an external entity.

Il. Ames Laboratory Department Managers and Program Directors

e Establishes and maintains effective management control systems, as appropriate within a
risk management process.

e Request audits, reviews, or assistance as needed.

e Coordinates timely completion of corrective action plans.

¢ Notifies Internal Audit when corrective actions, as associated with audit findings, are
complete and provides the appropriate evidence of completion.

e Includes Internal Audit in external audit entrance and exit meetings.

e Provides Internal Audit with a copy of reports from any external review and associated
action plans.

e Provides Internal Audit with timely information on significant requirement changes under
contract, as impacting the Manager’s functional area.

1. Internal Audit Staff
e Maintains professional competence as required by audit standards.

e Completes audit assignments as indicated by audit procedures, including review or
coaching notes as necessary.

e Complies with the Code of Ethics as promulgated by The Institute of Internal Auditors.

e Treats information obtained through audit with the appropriate degree of circumspection.
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Treats all clients with respect, while maintaining professional independence.

IVV. Manager, Internal Audit

Manages and oversees the design and realization of a comprehensive program of auditing

as based on risk.

Ensures that audit staff adheres to the Internal Audit Charter.

Develops, with the input of management, an Annual Plan for annual audit coverage at

Ames Laboratory, as based on risks.

Reports administratively to the Ames Laboratory Director and reports functionally to the

Vice President for Business and Finance, a member of the Oversight Board of the Ames

Laboratory.

Maintains accountability to the Ames Laboratory Director and laboratory management,

including oversight entities, for the following:

> Reporting significant issues relating to processes in controlling the activities of the
Ames Laboratory, including potential improvements in issues pertaining to financial
standards, compliance to contract and other regulations, and the economy and
efficiency with which resources are being utilized.

» Providing periodic information on the status and results of the annual audit Plan and
the sufficiency of resources relative to residual risks.

> Providing timely reports to support the accountability of management to the taxpayers
and other supporting entities.

» Providing information on the status of corrective actions pertaining to concerns from
internal audits.

> Providing significant audit results as associated with external audits to the Ames
Laboratory Director and to the Vice President for Business and Finance of 1ISU.

» Indicates on an annual basis what areas of perceived risks cannot be covered by Audit
(due to resource limitations).

V. Chief Operations Officer (COO):

Coordinates Action Plans for response to audit findings and appropriate follow up by
managers, as related to administrative and operational areas of the Laboratory.

Keeps the audit function informed on any substantive changes to requirements under
contract.

Keeps the audit function informed pertaining to substantive business process change, cost
allocation policy change, or material accounting recognition change.

Keeps the audit function informed relative to updates to Agreements between the
Laboratory and the Contractor on cost-sharing Agreements.

Is responsible for risk management for the administrative and operational areas of the
Laboratory and the related input to Audit for planning purposes.
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V1. Ames Laboratory Director:

Has overall operational responsibility and authority for ensuring that Ames Laboratory
complies with this Policy.

Has final responsibility for taking necessary management actions, including allocating
adequate personnel and financial resources to the audit function.

Has overall responsibility and authority for ensuring that findings are resolved and
recommendations are implemented in a timely manner.

Has overall responsibility for ensuring adequate lab-wide coverage of auditable areas and
has responsibility for removing impediments for access to needed information, if
applicable.

Provides input and direction to the annual Audit Plan process, including information on
risks accepted by management identified through risk management.

Facilitates adequate independence in fact and in appearance of the Internal Audit
function.

Approves the Audit Charter, along with the Vice President for Business and Finance of
ISU, a member of the Oversight Board.

VII. Vice President for Business and Finance of 1SU:

With the Laboratory Director, approves the Audit Charter.

Reviews status of corrective actions from audits periodically.

Concurs annually with the Audit Plan recommended by the Manager of Internal Audit
and, with the Laboratory Director, provides direction if substantive risks exceed
resources available to Audit.

With the Laboratory Director, facilitates in the resolution of any obstacles to ensuring the
effectiveness of the Internal Audit function, for the benefit of Ames Laboratory.



